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Justice Committee 
 

Correspondence from the Cabinet Secretary for Justice to the Committee on 
LCM on UK Prisons (Interference with Wireless Telegraphy) Bill 

 
Thank you for your letter of 27 September about the Government’s Legislative 
Consent Memorandum in respect of the Prisons (Interference with Wireless 
Telegraphy) Bill. The Minister for Community Safety and Legal Affairs will be pleased 
to give evidence to your Committee on Tuesday 30 October. 
 
The Committee sought clarification on a number of issues responses to which are 
set out below.  
 
Disproportionate interference 
The Committee has asked about what is meant by disproportionate interference 
outside the relevant institution in terms of paragraph 9 of the LCM.  
The purpose of the interference authorised under the legislation is to prevent, detect 
or investigate the use of mobile telephones and similar devices within prisons and 
young offender institutions. There have been trials of signal denial equipment in 
several prisons in England, both in urban and rural locations and these have 
confirmed that it is generally possible to avoid interference outside the prison 
perimeter.  However there are circumstances in which “leakage” may occur, for 
example while the equipment is being configured, as a result of equipment 
malfunctions, or due to changes in the network environment.   
 
The Bill provides that Scottish Ministers must give directions to governors or 
directors of establishments that are authorised to interfere with wireless telegraphy 
and in particular the directions will provide that the authorised interference will not 
result in disproportionate interference with mobile phones outside the establishment. 
  
Therefore one of the key safeguards in the Bill relates to the direction provisions that 
will be designed to ensure that any “leakage” is not disproportionate. Whether any 
particular “leakage” is disproportionate will depend on a number of factors. For 
example, in the case of a prison located in a remote rural area, leakage of a few 
metres outside the perimeter may be proportionate if there are limited areas outside 
the prison perimeter where the use of mobile phones by members of the public will 
be affected. The position may be different in a prison located in a built up area where 
leakage of a few metres may affect the use of mobile phones by members of the 
public. Trials in England have shown that it is possible to develop a solution that 
works for highly developed urban areas. We will seek on all occasions, as far as is 
possible, that there is no impact on mobile phone use outside the prison perimeter. 
 
This legislation will provide Scottish Ministers with another tool to tackle serious and 
organised crime and disrupt prisoners from continuing their criminal lifestyle within 
our prisons. The safeguards in the Bill and the regulatory oversight of the Office of 
Communications (OFCOM) are designed to ensure that there are no unintended 
consequences for the public. 
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The protection of health and morals 
The Committee seeks details of the rationale behind including the ‘protection of 
health and morals’ as a ground for retaining or disclosing information obtained, along 
with examples of circumstances in which this ground might be used.  
This provision is designed to be consistent with Article 8 of the European Convention 
on Human Rights. Article 8 (1) provides that everyone has the right to respect for his 
private and family life, his home and his correspondence.  The provisions of clause 3 
of the Bill mirrors the specific grounds set out in Article 8(2) which details when that 
right may be limited. In order for the information to be retained or disclosed, the 
disclosure would, of course, also have to be necessary and proportionate.  
 
Possession of a mobile phone or other communication device inside a prison 
or young offender’s institution  
The Committee has asked for clarification about whether possession of a mobile 
phone inside a prison is a disciplinary offence or a criminal offence.  
In Scotland section 41ZA of the Prisons (Scotland) Act 1989 provides that it is an 
offence to possess, or give to a prisoner in prison, or use, without authorisation or 
outside of the designated area of the prison, a personal communication device such 
as a mobile telephone or any other portable electronic device capable of transmitting 
or receiving a communication. It is also a disciplinary offence for a prisoner to 
possess a personal communication device such as a mobile telephone in a prison or 
young offender’s institution.  
 
There have been over 130 prosecutions under section 41ZA of the Act which have 
resulted in a custodial sentence since this section was commenced in December 
2010. The SPS works very hard to stop the introduction of mobile phones into 
prisons and to find and remove them when they are. The SPS currently use 
detection technology.  Whilst detection technology is relatively inexpensive, its major 
drawback is that it must be deployed in close proximity to the mobile phone. The 
detection equipment can only effectively be used in this targeted way allowing 
prisoners to alter their pattern of mobile phone usage to subvert the detection 
equipment.  
 
Mobile phone finds usually show a pattern of declining detection the longer the 
equipment is in use. In contrast, the use of signal denial equipment, whilst being 
more expensive to purchase and operate, brings the benefits of permanent structural 
installation and more widespread blocking of the transmission signal resulting in 
more effective interruption to the illicit use of mobile phones. 
 
Public Consultation 
The Committee asks for reasons why a public consultation was not conducted at UK 
level.  
We have discussed with colleagues in NOMS and they have explained that as 
existing legislation already makes it an offence to possess and use a mobile phone 
(or similar device) in a prison, and the Bill is designed to enable prison governors 
and directors to enforce these existing prohibitions by preventing and detecting the 
use of illicit mobile phones in prisons, it was not considered necessary to carry out a 
public consultation. NOMS has confirmed that the Bill has attracted broad cross-
party support and there has been no public opposition to the proposals. 
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Financial obligations 
The Committee seeks clarification as to whether costs will indeed be involved.  
I can confirm that the Bill itself does not impose financial obligations, as Ministers 
could choose not to exercise the powers provided in the legislation, however the 
Committee is correct that in the exercising of the power, costs will be incurred. Each 
technical solution will have different costs associated with it and will be dependent 
upon the particular type of equipment deployed and the location within which it is 
installed.  
 
This legislation will make it possible for deployment of signal denial equipment to 
take place where the SPS considers that the benefits of such deployment provide 
suitable justification for the costs.  SPS has done some preliminary work on scoping 
what needs to be done to best inform our options but much more detailed work is 
required to establish what suits Scotland’s prisons best before final decisions are 
made about how these powers will be used. The substantial cost will be the 
purchase and installation of the equipment. Telecommunications is a fast moving 
industry and the technology of today will not be the technology of tomorrow and as 
the technology evolves and changes so too will costs. However the preliminary work 
carried out by SPS and informed by the trials in England has identified that a range 
of equipment can be purchased including portable blocking equipment that costs a 
few thousand pounds per unit but they have a limited coverage compared to fixed 
equipment where the most expensive types can cost up to £1M to effectively cover 
the most vulnerable parts of a prison. 
 
SPS will continue to work with NOMS and partners to evaluate both the 
environmental and operational impact of the technology to ensure that the benefit of 
such deployment provides suitable justification for the costs and I am happy to keep 
the Committee apprised of this work.  
 
Oversight 
The Committee seeks details of the oversight arrangements for the operation of 
authorised interference in prisons and young offenders’ institutions in Scotland and 
suggests whether, for example, Her Majesty’s Chief Inspector of Prisons for Scotland 
(HMCIP) should have such an oversight role. 
The regulator for communications for the UK is the Office of Communications 
(OFCOM) and it is therefore my understanding that it is this body that has 
responsibility for oversight of the interference of wireless telegraphy in prisons and 
young offender’s institutions. NOMS has engaged extensively with OFCOM and the 
mobile network operators in the trials of the signal denial equipment. The Scottish 
Prison Service has written to OFCOM informing them of the intention that the powers 
in the Bill will extend to Scotland. In turn OFCOM has informed the mobile phone 
network operators of the intention to have Scotland included in the provisions of the 
Bill. In addition SPS has written to the Director of OFCOM Scotland and my officials 
are scheduled to meet with representatives of her team shortly. 
 
It is my intention that NOMS and the SPS will work together with OFCOM and with 
mobile phone network operators regarding the deployment and operation of the 
signal denial equipment and, in particular, to ensure that the equipment does not 
cause disproportionate interference outside of the prison.  NOMS has worked closely 
with OFCOM and mobile phone network operators during the current trials of the 
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signal denial equipment and has developed a co-operative and collaborative working 
relationship with them; the aim is for SPS to do likewise. 
 
Memorandum of Understanding 
During the trial of the signal denial equipment in English prisons NOMS worked 
closely with Ofcom and mobile network operators and a Memorandum of 
Understanding (MoU) was agreed between the parties. It is intended that any MoU 
will ensure that SPS informs Ofcom and the network operators of the nature, location 
and design of all mobile phone interference technology deployed in its prisons and 
the monitoring and review arrangements for each deployment. SPS will also provide 
a complaint resolution procedure for the parties. The MoU will further ensure: 
 

 Equipment installed by SPS is able to fulfil its intended function within prisons; 

 The Operators are able to continue to offer a commercial service and the 
provision of 999 access outside prisons; and 

 Ofcom can perform its statutory functions and duties relating to the 
electromagnetic spectrum. 
 

Ms Cunningham will be happy to provide any further clarification to the Committee 
when she gives evidence on 30 October. 
 
Kenny MacAskill MSP 
Cabinet Secretary for Justice 
18 October 2012 
 


